Hastings International and Comparative Law Review
Volume 26
Number 1 Fall 2002

Article 2

1-1-2002

Governance of Internet Domain Names against
Cybersquatters in China: A Framework and Legal
Perspective
Mo Zhang

Follow this and additional works at: https://repository.uchastings.edu/
hastings_international_comparative_law_review
Part of the Comparative and Foreign Law Commons, and the International Law Commons
Recommended Citation
Mo Zhang, Governance of Internet Domain Names against Cybersquatters in China: A Framework and Legal Perspective, 26 Hastings
Int'l & Comp. L. Rev. 51 (2002).
Available at: https://repository.uchastings.edu/hastings_international_comparative_law_review/vol26/iss1/2

This Article is brought to you for free and open access by the Law Journals at UC Hastings Scholarship Repository. It has been accepted for inclusion in
Hastings International and Comparative Law Review by an authorized editor of UC Hastings Scholarship Repository. For more information, please
contact wangangela@uchastings.edu.

Governance of Internet Domain Names
Against Cybersquatters in China: A

Framework and Legal Perspective
BY Mo ZHANG*

Introduction
In recent years, with the rapid growth of commercial use of the

Internet, registration of domain names in China has been burgeoning
at an accelerated pace.' In 1996, there were about 300 domain names
registered in China. By the end of April 2001, the total number of
registered domain names exceeded 692,490.2 According to the China
Internet Network Information Center ("CNNIC"), the state
designated agency responsible for the nation's Internet management
and domain name registration, there were 371,600 Websites in China
as of December 31, 2002, up from 1,500 in 1997. 3 China now has
about 59.1 million "netizens,' 4 compared with about 620,000 in 1998,
and the number of "netizens" is expected to reach 86.3 million by the
* Associate Professor of Law, Temple University Beasley School of Law, and
Director of Temple University Law Program in China.
1. See WORLD INTELLECTUAL PROPERTY ORGANIZATION [hereinafter WIPO],
FINAL REPORT OF THE INTERNET DOMAIN NAME PROCESS: PART
INTERNET, DOMAIN NAMES AND THE WIPO PROCESS (Apr. 30, 1999),

ONE,

THE

available at
http://wipo2.wipo.int/processl/report/finalreport.html (last visited Feb. 27, 2003).

2. CHINA INTERNET NETWORK INFORMATION CENTER [hereinafter CNNIC],
SURVEY REPORT ON THE QUANTITY OF CHINA'S INTERNET INFORMATION
available at http://www.cnnic.net.cn/tj/2.shtml (last visited Mar. 11,
2003). The number includes both domain names under "cn" and gTLDs (general
top-level domains), but excludes Chinese domain names. The domain names with
the "cn" suffix grew from about 4000 in 1997 to 187,813 by the end of February 2003.
ON
DOMAIN
NAMES,
available at
See also CNNIC, STATISTICS
http://www.cnnic.com.cn/registration/200302.shtml (last visited Mar. 11, 2003).
RESOURCES,

3. See CNNIC, ANNUAL SURVEY REPORT ON THE DEVELOPMENT OF CHINA'S
(2002), available at http://www.cnnic.net.cn/develst/2003-1.shtml (last

INTERNET

visited Mar. 11, 2003).
4. See id. According to CNNIC, for purposes of statistics, a Chinese "netizen" is
defined as a Chinese citizen who uses the Internet at least one hour per week.
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end of 2003.' Additionally, in November 2000, a Chinese-language
domain name system was adopted in the country.
In China, and elsewhere in the world, the business potential
encouraged by the Internet and the allure of cyberspace have created
a race for registering domain names. The race is intensified by the
"first come-first served" mechanism currently employed in the
worldwide domain name registration system.' Since a domain name
possesses two distinctive features-the global presence because it is
accessible from anywhere in the world and the extraterritorial
exclusivity because it is not available to any subsequent registrants
universally-its function as a "universal resource locator" or
"business identifier" has become significant.8
However, due to the lack of an effective link between domain
name registration and protection of trademarks, speculators who are
driven by the profits attainable from registering famous trademarks
and the service marks of others have abused the registration and use
of domain names. As a result, trademark infringement stemming
from illegal registration and use of domain names has emerged as a
serious legal issue.9 Those who wrongfully register domain names of
famous trademarks are commonly labeled "cybersquatters" (or
"domain name hijackers") because their goal is often to exploit
trademark owners by forcing them to buy the domain name," or
simply to take unfair advantage of the business reputation attached to
the famous trademarks."
The practice of cybersquatting or domain name hijacking is not
uncommon in China. In 1999, when Procter & Gamble applied to
5. See id.
6. The pre-registration of Chinese domain names started on October 20, 2000.
See CNNIC, MAJOR EVENTS IN THE DEVELOPMENT OF CHINESE DOMAIN NAMES,
available at http://www.cnnic.com.cn/cdns/dashiji.shtml (last visited Mar. 14, 2003)
7. See U.S. DEPARTMENT OF COMMERCE, A PROPOSAL TO IMPROVE TECHNICAL
MANAGEMENT OF INTERNET NAMES AND ADDRESSES (Discussion Draft Jan. 30,
1998), available at http://ntia.doc.gov/ntiahome/domainname/dnsdrft.htm (last visited
Mar. 14, 2003).
8. See WIPO, supra note 1.
9. See WIPO, FINAL REPORT OF THE WIPO INTERNET DOMAIN NAME PROCESS:
PART THREE, RESOLVING CONFLICTS IN MULTI-JURISDICTIONAL WORLD WITH A
GLOBAL MEDIUM: A UNIFORM DISPUTE-RESOLUTION POLICY (Apr. 30, 1999),
available at http://wipo2.wipo.int/process3/report/finalreport.htmI (last visited Feb.
27, 2003).
10. Andrew R. Batile, Recent Developments: Intellectual Property Law and the
Internet,586 PLI/Pat. 293, 299-300 (1999).
11. See WIPO, supra note 1.
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CNNIC for registration of "whisper.com.cn" as a domain name, the

application was denied because the domain name was already
registered in August 1998 by a Chinese company named Beijing
CINet Information Co. Ltd. ("Guowang"). It was also found that
from 1996 to 1998, Guowang registered with CNNIC more than 2,000
domain names, many of which were for globally famous trademarks
and service marks, including: "amex," "bacardi," "boss," "dupont,"
"carlsberg," "ikea," "coia," "dunhill," "hertz," "lancome," "v,"
"marriott," "omega," "phillips," "polo," and "rolex."' 2 Since the first
domain name dispute was heard in a people's court in Beijing in April
1998,"3 there have been more than forty domain name-related cases
litigated in the people's courts in Beijing, Shanghai and other cities as
of July 2001."
Registering domain names, particularly the unauthorized use of
famous company monikers, has made it clear that the practices of bad
faith registration seriously disorder cyberspace. The "first come-first
served" registration mechanism seems to mean that domain names
are bona vacantia (unclaimed property or ownerless thing), and
whoever grabs them first becomes the owner. 5 Perhaps one major
reason for this phenomenon is the difficulty in readily applying the
well-developed legal mechanism of trademark protection to domain
names. The highly debatable issue is whether territorially-based
intellectual property rights can be enforced in boundless cyberspace. 6
The real challenge is whether the unauthorized use of a well-known
trademark or other service mark as a domain name constitutes an
infringement in the context of intellectual property rights. 7
12. Say No to Cybersquatters,PEOPLE'S DAILY (Overseas Ed.), June 26, 2000.
13. Guangdong Kenong Group v. Wu Yong-an, No. 114 Haizhichuzi (1998). The
case involved the domain name "kelon.com.cn," which was registered by the
defendant in 1997. "Kelon," however, was a trademark registered by the plaintiff in
1992. Ultimately, the case was withdrawn by the plaintiff in 1999 after the defendant
canceled its registration of "kelon.com.cn" with CNNIC.
14. See Jiang Zhibei, Preliminary Study on Theories and Judicial Practices of
Domain
Names
Dispute
Settlements
in
China,
available
at
http://www.chinaiprlaw.com/fgrt/fgrt67.htm (last visited Mar. 13, 2003).
15. In a few counties, such as Canada, a domain name must bear a certain
connection with the name or registered mark of the applicant's company to be
registered. This requirement, however, is limited to a domain name under the
country's top-level domain ("cLTD").
16. See WIPO, supra note 1.
17. See James West Marcovitz, Note, ronald@mcdonalds.com - "Owning a
Bitchin"" Corporate Trademark as an Internet Address-Infringement?, 17 CARDOZO
L. REV. 85, 88 (1995).
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In May 1997, in an effort to regulate domain name registration in
China, the State Council Working Office of Information ("WOI")
issued the "Provisional Measures for Administration of Internet
Domain Names Registration of China" ("Measures")." One month
later, in June 1997, CNNIC adopted the "Detailed Implementation
Rules of Registration for China Internet Domain Names."' 9 With the
adoption of a Chinese-language domain name system in November
2000, CNNIC issued the "Interim Measures for the Administration of
the Registration of Chinese-language Domain Names" ("Measures
for Chinese Domain Names")." In the mean time, however, CNNIC
also promulgated the "Provisional Measures for the Resolution of
Disputes
Concerning
Chinese-Language
Domain
Names"
("Resolution Measures"), which became effective on December 1,
2000.21
Despite efforts to manage and control the registration of domain
names through administrative schemes, however, such remedial
measures still seem inadequate to solve the thorny problem of
cybersquatting. Judicial attention has been called to the increasing
tension between the unauthorized use of well-known names and
marks of companies and the protection of intellectual property rights
associated with these names. For purposes of judicial guidance, the
Higher People's Court of Beijing adopted the "Several Opinions of
Guidance on Intellectual Property Rights: Civil Actions Arising Out
of the Registration and Use of Domain Names" ("Guidance
Opinions") on August 15, 2000.22 Additionally, on June 26, 2001, the
18. The WOI was established by the State Council of China in 1996 to be
responsible for supervision and management of the Internet and other information
related works. The WOI was merged into Ministry of Information Industry (M11) in
March 1998 when the M11 was established by the National People's Congress of
China as a result of the reorganization of the National People's Congress of China.
The full text of the Measures is available at http://www.cnnic.com.cn/3.shtml (last
visited Aug. 15, 2002) [hereinafter Measures].
19. See CNNIC, DETAILED IMPLEMENTATION RULES FOR REGISTRATION OF
CHINA
INTERNET
DOMAIN
NAMES,
available
at
http://www.cnnic.com.cn/policy/4.shtml (last visited Aug. 15, 2002).
20. See CNNIC, INTERIM MEASURES FOR THE ADMINISTRATION OF THE
REGISTRATION
OF
CHINESE-LANGUAGE
DOMAIN
NAMES,
available at
http://www.cnnic.net/cn/cdns/reg-manage.shtml (last visited Aug. 15, 2002)
[hereinafter MEASURES FOR CHINESE DOMAIN NAMES].
21. See CNNIC, CHINESE DOMAIN NAME DISPUTE RESOLUTION POLICY,
available at http://www.cnnic.net/cn/cdns/e-l.shtm (last visited Aug. 15, 2002).
22. See

BEIJING HIGHER PEOPLE'S COURT OFFICE, CERTAIN DIRECTING

OPINIONS CONCERNING SETI'LING THE CIVIL LAWSUITS OF INTELLECTUAL PROPERTY
DISPUTES IN RESPECT TO DOMAIN NAME REGISTRATION AND USE, availableat
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Supreme People's Court of China issued the "Explanations to Several
Questions on Application of Law in Civil
Actions Concerning
2
Internet Domain Names" ("Explanations").
For the purpose of further regulating domain names, on August
1, 2002, the Ministry of Information Industry of China ("Mi")
promulgated the Regulations of Internet Domain Name
Administration in China ("Domain Name Regulations"). In order
to implement the Domain Name Regulations, the CNNIC issued
three set of rules aimed at strengthening the mechanism for domain
name registration and dispute settlement on September 25, 2002. The
first was the "CNNIC Detailed Rules of Registration for Domain
Names., 25 The second set of the rules was the "CNNIC Domain
Name Dispute Resolution Policy, '26 and the third was the "Procedure
Rules for CNNIC Domain Name Dispute Resolution Policy. '27 The
Domain Name Regulations and these CNNIC Rules now serve as the
primary legal means governing domain names in China.'
This article will discuss the evolving legal structure in China that
governs registration and use of domain names and the recent
development of judicial remedies against cybersquatters. Part I of the
article reviews the framework of domain name governance in China.
Part II analyzes issues posed by the conflict between Internet domain
http://www.liuleecn.com/english/Laws%20&%20Regulations/cd.html (last visited
Nov. 7, 2002) [hereinafter GUIDANCE OPINIONS].
23. See THE SUPREME PEOPLE'S COURT, EXPLANATIONS TO SEVERAL QUESTIONS
ON APPLICATION OF LAW IN CIVIL ACTIONS CONCERNING INTERNET DOMAIN NAMES,

available at http://www.all-patent.com/mall/gallery/laws&rules/interpatention.asp
(June 26, 2001) [hereinafter EXPLANATIONS].
24.

See MII, REGULATIONS OF INTERNET DOMAIN NAME ADMINISTRATION IN

available at http://www.cnnic.net.cn/ruler/l.shtml (last visited Mar. 11, 2003)
[hereinafter DOMAIN NAME REGULATIONS].
25. See CNNIC, DETAILED IMPLEMENTATION RULES OF REGISTRATION FOR
DOMAIN NAMES, availableat http://www.cnnic.net.cn/ruler/16.shtml (last visited Mar.
11, 2003) [hereinafter DETAILED REGISTRATION RULES]. The Detailed Registration
Rules went into effect December 1, 2002, replacing the 1997 CNNIC Detailed
Implementation Rules for Registration of China Internet Domain Names.
26. See CNNIC, DOMAIN NAME DISPUTE RESOLUTION POLICY, available at
http://www.cnnic.net.cn/ruler/14.shtml (last visited Mar. 11, 2003) [hereinafter
CHINA,

DISPUTE RESOLUTION POLICY].

27. See CNNIC,

CNNIC DOMAIN NAME DISPUTE
available at http://www.cnnic.net.cn/ruler/ll.shtml (last visited
Mar. 11, 2003) [hereinafter Rules for DISPUTE RESOLUTION POLICY].
28. According to Article 24 of the Domain Name Regulations, should there be
any discrepancies in the meanings between the Regulations and previous measures,
the Regulations shall control. This would mean that unless there are discrepancies,
both the Regulations and the Measures shall be concurrently effective.
RESOLUTION POLICY,

PROCEDURE RULES FOR
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names and traditional intellectual property rights with arguments
among Chinese scholars, including relevant Chinese legislation. Part
III examines recent cases that were tried in the people's courts of
China and the implication of the judicial holdings. Part IV discusses
precepts of the Supreme People's Court's Opinions against
cybersquatting and their application. Finally, Part V explores some
remaining questions that deserve further discussion.
I. Framework of Domain Name Governance in China
On April 20, 1994, China first connected to the Internet via a
Sprint-assisted 64Kbps line.29 On May 21, 1994, China's Science and
Technology Network ("CSTNET") completed the configuration of
the server for China's country code top-level domain (ccTLD) "cn,"
which marked the beginning of domain name registration in the
of China. On June 3, 1997, CNNIC was formed by the
territory
30
WOI.
A. Two-Layer Administration System
Currently, Internet domain names in China are administered
under a centralized and government controlled two-layer system.
The top layer is the MII, which is primarily responsible for the
nation's Internet administration and surveillance. Under the Domain
Name Regulations, the administration of domain names in China
shall rest with the MII.3' In addition, it is required that the
establishment of domain name root servers, registrars, and
operational institution within China shall obtain an authorization
from the MII.32 Furthermore, any domain name registry established

29. See CNNIC, EVOLUTION OF THE INTERNET IN CHINA, available at
http://www.cnnic.net/en/evolution.shtml (last visited Aug. 15, 2002).
30. Id.
31. Under Article 5 of the Domain Name Regulations, the major responsibilities
of the MII in this regard shall include: (a) formulating the regulations and policies
concerning the administration of the internet domain names; (b) establishing system
of the domain names under "cn" and the Chinese domain names; (c) administering
the registries of "cn" and the Chinese Domain Names; (d) administering the
operational institution of domain name root servers, which sets up and operates the
domain name servers within the territory of China; (e) supervising and administering
the service of domain name registration; and (f) taking charge of international
coordination concerning domain names. See DOMAIN NAME REGULATIONS, supra
note 24.
32. Id. art. 10.
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within China shall file with the M11. 33
The second layer is CNNIC. Created in June 1997, CNNIC is the
government-sponsored institute serving as the nation's network hub
of Internet information. Under the leadership of the MII, CNNIC
manages, inter alia, domain name registration, including Internet
Protocol ("IP") address allocation and the assignment of autonomous
system numbers. According to the Measures, the administration's
authority for domain names is graded corresponding to the level of
domain, and CNNIC is responsible for managing and operating the
national top-level domain "cn., 34 CNNIC also operates as China's
central agency that coordinates with international and foreign
network information centers all over the world.35
On November 7, 2000, the M11 issued a "Notice Concerning
Administration of Chinese-Language Internet Domain Names"
("Notice"). An important feature of the Notice is the adoption of a
three-leg registration scheme for Chinese-language domain names.
Under the Notice, the three legs refer to the registration
administration, the registration service, and the registration agency.36
The registration administration, which CNNIC governs, is responsible
for the operation and management of the domain systems and
maintenance of a central database of domain names. The registration
service functions as a registry for domain name registrations, while
the registration agency (or registrar) conducts registration on behalf
of domain name applicants within the authorization of the
registration service.37

In accordance with the Domain Name Regulations, the
administration of domain names shall be conducted under a "level by
level" scheme. The level means "level of domain." The domain
name registry and holders of domain names from each level shall be
responsible for the management of registration of lower level domain
names and related services.

33. Id. art. 11.
34. See Measures,supra note 18, arts. 4-5.
35. See CNNIC, A BRIEF INTRODUCTION TO THE CNNIC, available at
http://www.cnnic.net.cn/e-about.shtml (last visited Mar. 14, 2003).
36. For the full text of the M11 Notice, see CNNIC, CHINA MINISTRY OF
INFORMATION INDUSTRY DECLARATION ON THE ADMINISTRATION OF CHINESE
DOMAIN NAMES ON THE INTERNET (July 11, 2000), available at

http://www.cnnic.net.cn/doc/e-2.shtml (last visited Feb. 27, 2003).
37. Id.
38. See DOMAIN NAME REGULATIONS, supra note 24, art. 8.
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B. Two Categories of Second-Level Domains
As noted, CNNIC administers and maintains China's top-level
domain "cn.39 Under "cn," the second-level domains are divided
into two categories: entity-specific domains and region-specific
domains. The entity-specific domains contain six different domain
suffixes, including "ac" (academic research institutes), "coin," "edu,"
"gov," "net," and "org."
The region-specific domains are the
domains denoted by two-character administrative region or province
codes such as "BJ" for the City of Beijing, "GD" for Guangdong
Province, and "HK" for Hong Kong Special Administrative Region
(SAR). Currently, there are thirty-four region-specific domains in
China.'
C. Preclusion of Registration by Individuals
While adopting the "first come-first served" scheme for domain
name registration,4 ' the Measures explicitly preclude individuals from
registering domain names in China. It is required by the Measures
that the domain name registrant be an organization that is legally
registered
and capable
of independently
assuming
civil
responsibilities.4 ' This preclusion rule also applies to the registration
of Chinese language domain names as provided in the Measures for
Chinese Domain Names. 3
The Domain Name Regulations contain no provision of the
preclusion. The Detailed Registration Rules, however, make it clear
that an applicant for a domain name must be an organization that is
duly registered under the law and has the capacity to independently
assume the civil responsibility.44
D. Restrictions Imposed Upon Registration
Certain restrictions are imposed upon registration of domain
names. The Domain Name Regulations mandate that the registration
49
and use of a domain name shall not contain any prohibited content.

39. See Measures, supra note 18, art. 4.
40. Id. art. 8.
41. Id. art. 20.
42. Id. art. 6.
43. See MEASURES FOR CHINESE DOMAIN NAMES, supra note 20, art. 5.
44. See DETAILED REGISTRATION RULES, supra note 25, art. 4.
45. Under the Domain Name Regulations, the registration and use of a domain
name shall not contain any of the following contents: (1) the content against the basic
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On December 12, 2002, CNNIC, with an approval from the MII,
circulated the "Notice of Implementation Methods Concerning
Registration for the Second Level Domain Names under '.CN"'
("Registration Notice").46 Under the Registration Notice, the secondlevel domain names registration under "cn" is classified into three
types: prohibited registration, limited registration and priority
registration.
The prohibited registration refers to those domain names that
contain contents harmful to national, social or public interests.47 The
limited registration is applied to the domain names that may cause
confusion with the international domain name system or have been or
The limited
may be used as top-level or second-level domains.'
registration also applies to domain names involving the names of
countries, regions, international organizations, and government
agencies.49
The priority registration was employed to provide protection to
those names that contain commercial value or interests, and have
special power of influence among the general public. The priority for
domain name registration was given to true owners of names such as
famous trademarks, which are certified by the State Bureau of
Trademarks of China, universities, and news media."0
According to the Measures, the registration of a domain name
principles prescribed in the Constitution; (2) the content jeopardizing national
security, leaking State secrets, intended to overturn the government, or disrupting
State integrity; (3) the content harmful to national honor and interest; (4) the content
provoking hostility or discrimination among different ethnic groups, or disrupting
national solidarity; (5) the content violating the State religion policies or propagating
cult or feudal superstition; (6) the content spreading rumors, disrupting public order
or social stability; (7) content spreading pornography, obscenity, gambling, violence,
homicide, terror or instigating crimes; (8) the content insulting or libeling against
others or infringing the legal rights and interests of other people; or (9) any other
contents prohibited by laws, regulations or administration rules. See DOMAIN NAME
REGULATIONS, supra note 24, art. 19.

46. See

CNNIC,

NOTICE

OF

IMPLEMENTATION

METHODS

CONCERNING

"CN.", available at
http://www.cnnic.com.cn/pop-20021202.html (last visited Mar. 11, 2003).
47. Id. art. 1.
48. Id. art. 2. The domain names currently fall within this type include 21 second
domain names under "ccTLD" (country code top-level domain) of other countries or
regions, 37 names under "gTLD," and 304 family names. To register the domain
names that are limited for registration would require an approval from CNNIC.
49. Id.
50. Id. art. 3. The priority registration period under the Registration Notice was
from January 6, 2003 to February 28, 2003.
REGISTRATION FOR THE SECOND LEVEL DOMAIN NAMES UNDER
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shall be made in good faith. Specifically, a domain name registration
applicant must vow to the truthfulness of the contents in the
application and must promise that to the best of the applicant's
knowledge, the registration of a given domain name will cause no
harm to the interest of any third party. Finally, an assurance must be
made that the domain name will not be used for any illegal purposes.'
E. Trademark ClearanceNot Required in Registration
In the process of domain registration, domain name
administration authorities assume no duty to make inquiries to the
State's industry and commerce administration departments, or the
State's trademark administration agencies about matters concerning
potential conflicts between the domain name and the registered
trademark or trade name. Domain name administration authorities
are also under no obligation to investigate whether registration of a
domain name may infringe on any third party's right or interest.52
According to the Measures, it is the obligation of the domain name
applicant to face the consequences arising out of or related to
disputes or controversies over domain names. 3 A similar provision
also appears in the Domain Name Regulations. It provides that the
liability for the infringement of others' legal rights and interests
arising from holding or using a domain name shall be borne by the
holder of the domain name. 51
Since domain name administration authorities have no duty to
prevent trademark infringement during the registration process,
compliance with Article 11 of the Measures, which prohibits use of a
registered trade name or trademark, is self-disciplinary. Critics argue
that such a lack of responsibility on the part of domain name
administration authorities has seriously diminished the efficacy of the
restrictions on unauthorized use of trade names and trademarks for
domain name registration.55 Therefore, critics argue that Article
11(5) is ultimately rendered meaningless. 6

51.
52.
53.
54.
55.

See Measures, supra note 18, art. 19.
Id. art. 23.
Id.
See DOMAIN NAME REGULATIONS, supra note 24, art. 22.
See TAO XING LIANG ET AL., DOMAIN NAME AND

INTELLECTUAL PROPERTY RIGHTS

56. Id.

244-245 (2001).

PROTECTION

OF
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II. Domain Names and Intellectual Property Rights
A major problem arising from the registration and use of domain
names is the direct conflict between Internet-based domain names
and intellectual property because trademarks are recognized rights
that existed prior to the birth of the Internet. 7 The conflict is mainly
the result of an intersection of a global medium, in which traffic
circulates without cognizance of national borders, with a territorialbased system emanating from the sovereign authority of the
territory."
Given the coexistence of the largely privately-managed domain
name system and the publicly-administered intellectual property
rights system, the conflict between these systems is intensified by the
predatory and parasitic practices of domain name "squatters" who
hold domain names for ransom. Disputes inevitably arise when
domain name registration is abused by registrants who in bad faith
"hijack" the trademarks of others. The key issue is how territorialbased intellectual property rights embodied in the trademark can be
protected from illegal activities surrounding domain name
registration worldwide. 9
There are two major questions that arise in disputes between the
domain name holder and trademark owner over a particular name on
the Internet. The first question is whether the existing law against
trademark infringement can be readily applied to the registration and
use of a domain name. The second question deals with the
competence of a court to adjudicate conduct that has occurred in
"cyberspace." These questions pose great challenges to the real
world that we all live in.
With regard to the law applicable to domain names, scholars in
China heavily debate the issue of how domain names should be
treated under the existing intellectual property rights protection
regime. At one extreme is the doctrine of "new territory."' Under
this doctrine, domain names are regarded as a new type of intellectual
property right that is not encompassed within traditional trademark

57. See WIPO, THE

MANAGEMENT OF INTERNET NAMES AND ADDRESSES:
1 22 (1999), availableat

INTELLECTUAL PROPERTY ISSUES

http://wipo2.wipo.int/processI/report/finalreport.html (last visited Apr. 21, 2003).
58. Id.
59. Id. 9140.
60. See LIANG, supra note 55, at 305.
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rights.61 Proponents of the "new territory" doctrine argue that
although domain names bear certain similarities to trademarks
because they all have the function of identity, domain names are not
trademarks because of the unique nature of domain names' function
in the Internet universe today. 62 Therefore, they suggest that domain
names should be treated as a newly-created property right and that a
different legal scheme should be developed to protect such unique
rights.63

The other extreme is the "extension" approach, which asserts
that domain names are merely the extension of trademarks on the
Internet.64 Under the "extension" approach, trademarks and domain
names actually overlap in many respects, especially when domain
names are used for business purposes.6 ' Therefore, trademark law
and traditional legal mechanisms of intellectual property rights can
and should be applied by analogy to domain names.66
A moderate approach between the two extremes acknowledges
the difference between trademark and domain names, which requires
the adoption of some new rules, but argues that certain rules
regulating trademarks can also apply to domain names. 67 The most
striking example is the rule for protecting well-known trademarks.
Those who take the moderate approach believe that domain names
and well-known trademarks share many characteristics. 6" They argue
that since well-known trademarks are regarded as universal, both the
Paris Convention for the Protection of Industrial Property ("Paris
Convention") and the Agreement on Trade-Related Aspects of
Intellectual Property Rights ("TRIPS") extend to the protection of
well-known trademarks from the country where the mark is
registered or used by its member countries, regardless of the
registration requirements in those member countries. 69 Therefore,
61.
62.
63.
64.

Id. at 305-306.
Id. at 363-372.
Id.
Id. at 214.

65. ZHANG YURUI,
LITIGATION AND LAWS

INTELLECTUAL

PROPERTY

RIGHTS

ON THE

INTERNET:

242 (2000).

66. Id.
67. Guo WEIHUA ET AL., LEGAL ISSUES IN THE INTERNET AND POSSIBLE
SOLUTIONS 75-77 (2001).
68. LIANG, supra note 55, at 366-367.
69. Paris Convention for the Protection of Industrial Property, Sept. 28, 1967, art.
6(bis)(1), available at http://www.wipo.int/treaties/ip/paris/index.html [hereinafter
Paris Convention], which reads:
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registration and use of domain names should be subject to the

existing rules for protection of well-known trademarks."

Another

example concerns the unfair competition rules and regulation for

trademark protection. Advocates of the moderate approach believe
that "cybersquatting" activities fall exactly within the practices of
unfair competition and therefore should be equally governed by the

unfair competition rules."
However, the competence of a court to adjudicate activities of
domain name hijacking is also a matter of jurisdiction. The difficult
issue is determining the basis on which jurisdiction in "cyberspace" is
established. In the United States, the development of a "cyber court"

[T]he countries of the Union undertake, ex officio if their legislation so
permits, or at the request of an interested party, to refuse or to cancel the
registration, and to prohibit the use, of a trademark which constitutes a
reproduction, an imitation, or a translation, liable to create confusion, of a
mark considered by the competent authority of the country of registration or
use to be well-known in that country as being already the mark of a person
entitled to the benefits of this Convention and used for identical or similar
goods. These provisions shall also apply when the essential part of the mark
constitutes a reproduction of any such well-known mark or imitation liable to
create confusion therewith.
See also Agreement on Trade-Related Aspects of Intellectual Property Rights, Jan. 1,
1995, available at http://www.wto.org/english/tratop-e/trips.e/trips-e.htm (last visited
Feb. 27, 2003), which reads:
1. The owner of a registered trademark shall have the exclusive right to
prevent all third parties not having the owner's consent from using in the
course of trade identical or similar signs for goods or services which are
identical or similar to those in respect of which the trademark is registered
where such use would result in a likelihood of confusion. In case of the use of
an identical sign for identical goods or services, a likelihood of confusion
shall be presumed. The rights described above shall not prejudice any
existing prior rights, nor shall they affect the possibility of Members making
rights available on the basis of use.
2. Article 6bis of the Paris Convention (1967) shall apply, mutatis mutandis,
to services. In determining whether a trademark is well-known, Members
shall take account of the knowledge of the trademark in the relevant sector
of the public, including knowledge in the Member concerned which has been
obtained as a result of the promotion of the trademark.
3. Article 6bis of the Paris Convention (1967) shall apply, mutatis mutandis,
to goods or services which are not similar to those in respect of which a
trademark is registered, provided that use of that trademark in relation to
those goods or services would indicate a connection between those goods or
services and the owner of the registered trademark and provided that the
interests of the owner of the registered trademark are likely to be damaged
by such use.
70. WEIHUA, supra note 67, at 90.
71. YURUI, supra note 65, at 265-268.
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has been suggested to resolve disputes that occur entirely on the
Internet given the unique nature of
activities taking place on the
7' 2
"cybersquatting.
including
Internet,
In China, a common jurisdictional ground in this regard is locus
delicti (or the place of tort). 3 According to the Supreme People's
Court of China, the place of tort is defined as both the place of
tortious conduct and the place of harm. 7" Once the registration or use
of a domain name is deemed to have infringed another's trademark, a
people's court where the infringement occurred or where harms were
caused shall have jurisdiction. The problem, however, is often that
the place of trademark infringement in domain name dispute cases
can not be determined because activities on the Internet are
"unlocalizable." Thus, some scholars suggest adopting the "minimum
contacts" test that is used in the United States to deal with
jurisdictional matters in domain name disputes.75 In addition, many
scholars strongly favor introducing the "in rem jurisdiction" approach
to the jurisdictional scheme in China to resolve domain name
disputes.76 They argue that since the actual purpose of a civil action in
a domain name dispute is to change (or transfer) the right of
ownership of the domain name from the holder of the domain name
to the owner of the mark, in rem civil actions would enable the owner
of the mark to effectively protect its mark against unknown
cybersquatters. 77
Existing Chinese laws and regulations contain no specific
provisions that deal with cybersquatting practices. Although Article

72. See generally David Johnson & David Post, Law and Borders - The Rise of
Law in the Cyberspace, 48 STAN. L. REV. 1367 (1996).
73. The "place of tort" is provided as a jurisdictional base in Article 29 of the
Law of Civil Procedures of the People's Republic of China. Zhongua Renmin
Gongheguo Min Shi Su Song Fa, art. 29 (1991), available at http://
www.qis.net/chinalaw/lawtranl..htm (last visited Mar. 28, 2003).
74. See SUPREME PEOPLE'S COURT, OPINIONS ON APPLICATION OF THE LAW OF
CIVIL PROCEDURES OF THE PEOPLE'S REPUBLIC OF CHINA, 31 GAZETTE OF THE
SUPREME PEOPLE'S COURT (ZuI GAO REN MIN FA YUAN GONG BAO) 70 (1992).
75. See WEIHUA, supra note 67, at 430-432.

76. In the United States, "in rem jurisdiction" may be established in a civil action
against a domain name under the Anticybersquatting Consumer Protection Act.
According to the Act, "the owner of a mark may file an in rem civil action against a
domain name in the judicial district in which the domain name registrar, domain
name registry, or other domain name authority that registered or assigned the
domain name is located" if certain requirements are met.
See 15 U.S.C.
§ 1125(d)(2)(A) (2002).
77. See YURUI, supra note 65, at 443-444.
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11 of the Measures prohibits registration of a domain name by using
the registered trade name or trademark of others in China, the selfcompliance mechanism employed by the Measures to implement this
provision is widely regarded as ineffective against cybersquatting.8
Similarly, the Domain Name Regulations impose on the domain

name holder the liability for infringing the legitimate rights of others
arising from the holding or using the domain name, but provide no
specific means of enforcement other than resort to the dispute
settlement.79

On October 27, 2001, China amended for the second time its
nineteen year-old Trademark Law."0 Effective January 1, 2002, the
Trademark Law (as amended in 2001) expanded the scope of
trademarks and intensified protection of well-known trademarks.8'
According to the amended Trademark Law, no mark of the same or
similar product that is a copy, imitation, or translation of another's

well-known mark not registered in China, and is likely to cause
confusion, shall be registered or used.82 Further, any mark of a
different or dissimilar product, which is a copy, imitation or

translation of another's well-known mark registered in China, and is
so misleading to the general public that the interest of the well-known

mark registrant is likely to be harmed, shall not be registered or
used. 3 While these provisions are regarded as directly applicable to

curb cybersquatting,84 China at present does not have an anti-dilution
law to protect famous marks against dilution.

78. See Measures, supra note 18, arts. 11 & 23.
79. See DOMAIN NAME REGULATIONS, supra note 24, arts. 22 & 27.
80. The Trademark Law of the People's Republic of China was adopted on
August 23, 1982, and was first amended on February 22, 1993. Trademark Law of the
People's Republic of China, available at http://www.law-lib.com/law/lawview.asp?id=16432 (last visited Feb. 27, 2003).
81. See id. Under the amended Trademark Law, trademarks include goods
marks, service marks and collective marks. Id. art. 3. Any visually perceptible sign,
capable of distinguishing the goods of a natural person, legal person or other
organization from those of others, including words, graphics, letters, numerals, 3Dsymbols or combination of colors, or combination thereof, shall be eligible for
registration as trademarks. Id. art. 8.
82. Id.
83. See id. (In addition, under Article 14 of the Trademark Law, factors to be
considered in the determination of well-known marks shall include: (1) the level of
public awareness to the related mark; (2) the period of steady use of the mark; (3) the
period, level as well as geographic areas of steady advertising of the mark; (4) the
records of the marks being protected as a well-known mark; and (5) the other
elements that make the mark well-known.).
84. See WEIHUA, supra note 67, at 94-100.
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Another piece of legislation that has been used primarily to
address cybersquatting practices in China is the Unfair Competition
Law of China ("UCL"). Adopted in September 1993, the UCL is
aimed at promoting competition and protecting consumers by
establishing principles of fairness and good faith, and by adhering to
commonly accepted business ethics.85 Under Article 5 of the UCL, a
business operator is prohibited from exploring any of the following
illegitimate means to harm its competitor: (1) counterfeiting a
registered trademark of another person; (2) using a distinctive name,
package, or design of a famous product without authorization, or
using the name, package or design similar to that of a famous product
which causes confusion about the product or misleads purchasers;
(3) using the name of another person or enterprise without
authorization, thereby causing the public to mistake its product for
that of said person or enterprise; or (4) forging or counterfeiting
product quality marks such as authentication marks or famous-andexcellent product marks on its product, forging origin of its product or
making a false and misleading representation of the quality of its
product."
Both the Trademark Law and the UCL mandate that the
distinctiveness of a mark and the likelihood of confusion are
considered when determining whether the mark merits protection.
Therefore, it seems that under the Trademark Law or the UCL, a
domain name may not be used to infringe a trademark that is well
known. The question then is whether a domain name should be
considered as the use of a trademark. This question creates particular
difficulties when the domain name is used only as an email address. 7
In judicial practice, Chinese People's Courts have tried to resolve this
dilemma by differentiating between the underlying purpose of
registration and use of domain names.
III. Litigation Against Cybersquatting in Chinese Courts and
Judicial Implications
At present, disputes over domain names in China may be
85. China's Unfair Competition Law ("UCL") was promulgated on September 2,
1993 and took effect on December 1, 1993. Unfair Competition Law of China art. 2,
availableat http://www.law-lib.com/law/law-view.asp (last visited Feb. 27, 2003).
86. Id.
87. See generally G. Gervaise Davis II, Internet Domain Names and Trademarks,
at http://www.iplawyers.com/cybercounsel-in-depth-articlesdomain-name.htm (last
visited Feb. 27, 2003).
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resolved through two channels: a panel process of the Dispute
Resolution Service Provider recognized by CNNIC,' or a judicial
process in a competent people's court. Under the Domain Name
Regulations, the decision made by the domain name resolution
services is limited to dealing with changes to information concerning
the holder of the disputed domain name. If the decision is in conflict
with an effective judgment of a people's court or effective award of an
arbitration body, the judgment or the award shall prevail.89
The panel process is provided in CNNIC Dispute Resolution
Policy and is limited to disputes arising from registration or use of the
"cn" domain names and Chinese domain names. Each panel shall
consist of one to three experts who have specialty in computer
networks and laws, possess a high integrity in professional ethics, and
are capable of rendering independent and unbiased decisions. 9
Pursuant to the Dispute Resolution Policy, any institution or
individual who believes that a registered domain name of others
conflicts with its or his legitimate rights or interests may file a
complaint with a Dispute Resolution Service Provider.91
In order to trigger the panel process, the complaint against a
registered domain name shall meet the following conditions: (a) the
disputed domain name is identical with or confusingly similar to the
name or mark of which the complainant enjoys civil rights and
interests; (b) the disputed domain name holder has no right or
legitimate interest with respect to the domain name or major part of
it; and (c) the disputed domain name holder has registered or is using
the domain name in bad faith.92 In addition, both the complainant
and the respondent shall bear the burden of proof in support of their
claims and counterclaims.93
The judicial process is to litigate domain name disputes in
competent people's courts. As noted, during the past few years,
Chinese courts heard about forty domain name cases.94 In 2001, six
88. In the CNNIC Rules for Dispute Resolution Policy, the Dispute Resolution
Service Provider is defined as the provider recognized and authorized by CNNIC to
provide service for resolving China internet domain name disputes. See RULES FOR
DISPUTE RESOLUTION POLICY, supra note 27, art. 3.
89. See DOMAIN NAME REGULATIONS, supra note 24, art. 28.
90. See DISPUTE RESOLUTION POLICY, supra note 26, arts. 2 & 3.
91. Id. art. 5.
92. Id. art. 8.
93. Id. art. 7.
94. The first case involving domain name was Guangdong Kelon Group, Ltd. v.
Guangdong Xinghui Yongan Clothing Factory. The case was filed in 1998 in Beijing's
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cases were tried at the appellate level. Interestingly, all of the cases
on appeal involved trademarks of multi-national companies,
including: "Ikea," "Whisper," "Cartier," "Tide," "Dupont," and
"Viagra."95 These cases typically reflect how the Chinese judiciary

reacts to cybersquatting practices.
The case given the most publicity thus far is Inter Ikea Systems
B. V. v. Beijing CINet Information Co. Ltd.6 In early 1999, the

plaintiff trademark owner tried to register "ikea.cm.cn" with CNNIC
as its domain name, but was unsuccessful because the domain name
was already registered by the defendant in November 1997. The
plaintiff then sued the defendant for trademark infringement. During
the trial, the Beijing No. 2 Intermediate Court found that the
defendant failed to establish that the name "Ikea" was associated

with its products or services.

The court further found that the

defendant had never used the domain name since registering it. Yet

the defendant argued that it did not infringe on the plaintiff's
trademark by registering "ikea" as its domain name because the
domain name did not fall within the protection of China's Trademark

Law. Ultimately, the court rejected defendant's argument, holding
that "Ikea" had become a famous mark that had been continuously
used as the plaintiff's trademark ever since its adoption decades
earlier.97

By enjoining the defendant's use of "ikea," the court ruled that
the registration of "ikea" as the defendant's domain name would
likely cause confusion in the public and therefore infringed on the

plaintiff's protected right to exclusive use of the trademark. 8 The
Haidian District People's Court, and the dispute was about the domain name
"kelon.com.cn." The case ended with outside court settlement. Guangdong Kelon
Group, Haizinchuzi, at 114 (Beijing Haidan District People's Court, 1998). One of
the earliest domain name cases actually tried at the court was Fuland Development
Company v. Beijing Mitian Jiaye Technology and Trade Company, Ltd. This case
involved disputes over domain name "pda.com.cn," and was tried at Beijing's No. 1
Intermediate People's Court in 1999. In its decision, the court held that the
defendant's registration of "pda" as its domain name was an infringement of
plaintiff's registered trademark "pda." Fuland Dev. Co., Yizhong Zhichuzi, at 48
(Beijing No.1 Intermediate People's Court, 1999).
95. In the "Viagra" case, the plaintiff-appellant Pfizer Inc. withdrew its appeal
because the defendant ceased to use the "viagra.com.cn" domain name and Pfizer
regained the right to use it during the pending appeal.
96. Inter Ikea Sys. B.V. v. Beijing CINet Info. Co., Erzhong Zhichuzi, No. 86
(Beijing No. 2 Intermediate People's Court, 1999).
97. Id.
98. Id.
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court further held that defendant's conduct was in violation of
fundamental notions of the Paris Convention and basic principles of
the UCL.99
On appeal, the Beijing Higher People's Court ruled in favor of
the plaintiff on different grounds.' The Higher Court disagreed with
the lower court's opinion that "Ikea" was a famous mark. The
Higher Court held that there was no evidence that "Ikea" had
become a famous mark at the time when the defendant registered
"ikea.com.cn." The Higher Court further held that since "lkea" was
not a famous mark, the defendant's conduct did not constitute an
infringement on the plaintiff's exclusive right of the registered
trademark "Ikea."'0 ' However, the Higher Court ruled that the thirdlevel domain "ikea" as registered by the defendant was identical to
the plaintiff's registered trademark and therefore would sufficiently
cause confusion among the public.
The Higher Court found that the defendant not only failed to
prove that it had a legitimate right to the name "ikea" and a
reasonable ground to register it as its domain name, but that the
defendant also had never actually used the domain name after its
registration.' 2 The Higher Court then concluded that as a provider of
online services, the defendant should have known of the important
value of a domain name. Therefore, the defendant's intentional use
of the plaintiff's registered mark for commercial purposes clearly
indicated that the defendant was trying to prevent the plaintiff from
registering "ikea" as its domain name in bad faith.1"3 Based on this
analysis, the Higher Court determined that the defendant violated the
fairness and good faith principles of Article 2 of the UCL and held
the defendant liable for unfair competition.
A similar suit involving a domain name dispute is The Procter &
Gamble Company v. Beijing CINet Information Co. Ltd. case.0 5 The
case involved Proctor & Gamble's ("P&G's") trademark "Whisper,"
which was used by the defendant in this case as its registered domain
99. Id.
100. Beijing CINet Info. Co. v. Inter lkea Sys. B.V., Gaozhi Zhongzi, No. 76
(Beijing Higher People's Court, 2001).
101. Id.
102. Id.
103. Id.
104. Id.
105. Procter & Gamble Co. v. Beijing CINet Info. Co., Erzhong Chuzi, No. 27
(Beijing No. 2 Intermediate People's Court, 2000).

Hastings Int'l & Comp. L. Rev.

[Vol. 26:51

name: "whisper.com.cn." The Beijing No. 2 Intermediate Court
rendered a judgment against the defendant on trademark
infringement grounds. The court held that the registration of a
domain name identical to a well-known trademark belonging to
another person is an infringement on their exclusive right of use."0
The court found that the defendant's conduct clearly infringed on the
plaintiff's right of exclusive use of the mark "Whisper" because the
mark was proven to be a famous mark.' 7
Once again, the Beijing Higher People's Court disagreed. The
Higher Court found that the defendant did not infringe on the
plaintiff's trademark because the evidence was not sufficient to prove
that the mark "Whisper" was well known at the time of defendant's
The Higher Court ruled,
registration of "whisper.com.cn."'' "
however, that since the third-level domain "whisper" was so identical
to the plaintiff's registered mark "Whisper," it would inevitably cause
confusion in the public. Therefore, the defendant's conduct of
registering "whisper.com.cn" with intent to use the name for
commercial benefits constituted unfair competition."'
Another interesting case worth noting is The Procter & Gamble
Company v. Beijing Tide Electronic Group."" The defendant in this
case was a Chinese company incorporated in 1988 that started using
the name "Tide" on its "386" PC in 1993. In June 1997, the defendant
adopted "Beijing Tide Electronic Group" as its English name. Then,
on April 9, 1998, the defendant registered the domain name
"tide.com.cn." Finally, on September 7, 1997, the plaintiff registered
the trademark "Tide" in China with the Trademark Bureau of China
State Administration of Industry and Commerce. Notably, the word
"Tide" was first registered as a trademark in China by P&G AG (the
Swiss company) on May 10, 1976, and the registered trademark
"Tide" was transferred to the plaintiff on August 10, 1992. Indeed,
the plaintiff registered the domain name "tide.com" on July 30,
1995."'
On October 14, 1999, the plaintiff wrote to the defendant,
106.
107.
108.
No. 83
109.
110.
No. 49
111.

Id.
Id.
Beijing CINet Information Co. v. Procter & Gamble Co., Gaozhi Zhongzi,
(Beijing Higher People's Court, 2000).
Id.
The Procter & Gamble Co. v. Beijing Tide Elec. Group, Yizhong Zhichuzi,
(Beijing No. 1 Intermediate People's Court, 2000).
Id.
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claiming that the defendant's use of the word "tide" in its domain
name infringed on the plaintiff's trademark right. P&G also asked
the defendant to amend or cancel the registration of "tide.com.cn."
In its reply on November 9, 1999, the defendant expressed its
willingness to give up the name on the condition that the plaintiff pay
the defendant Chinese RMB 708,300 yuan (or about $86,378US).
This amount mainly included RMB 400,000 yuan for damages from
changing the domain name and RMB 300,000 yuan to cover the fees
to change the domain name and possible business losses. In response,
P&G rejected the offer and brought a lawsuit in Beijing against the
defendant for trademark infringement. "2
The Beijing No. 1 Intermediate People's Court granted P&G's
request and ordered the defendant to stop using the domain name
"tide.com.cn." The court held that registering another person's
famous trademark as its domain name without authorization of the
mark holder undoubtedly damaged the legitimate right of the mark
holder. Therefore, the court held that such conduct would be deemed
trademark infringement. "3
In reaching its decision, the court
reasoned that the defendant was fully knowledgeable about the
famous nature of the plaintiff's mark "Tide" and that the defendant's
registration of the domain name "tide.com.cn" had caused confusion
among the public as to the origin of products associated with the
mark. The court further held that the defendant's use of the word
"tide" as its domain name would unreasonably prevent the plaintiff
from using its own famous mark on the Internet for business
activities, which would consequently dilute the value of the mark. "4
The judgment was reversed on appeal."' The Beijing Higher
People's Court held that a key factor in favor of the defendant in this
case was that since the defendant first used the word "Tide" in its
business in 1993, a reasonable relationship between the defendant
and the name "Tide" was established. Therefore, there was a
justifiable basis for the defendant to register the domain name
"tide.com.cn" and use it reasonably."6 Pursuant to this "justifiable
basis" test, the Higher Court rejected the lower court ruling that the
defendant had infringed on the plaintiff's famous mark and had
112. Id.
113. Id.
114. Id.
115. Beijing Tide Elec. Group v. The Procter & Gamble Co., Gaozhi Zhongzi, No.
27 (Beijing Higher People's Court, 2001).
116. Id.
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committed unfair competition practices. The Higher Court opined
that because of the existence of the "justifiable basis," the defendant's
registration of "tide.com.cn" did not offend plaintiff's trademark
right, and consequently did not fall within unfair competition."7
Yet another case concerning P&G is The Procter & Gamble
Company v. Shanghai Chengxuan Intelligence Technology
Development Co., Ltd.' 8 There, the controversy dealt with the name
"Safeguard." In May 1976, the plaintiff registered "Safeguard" as its
trademark for soap and related products. On January 18, 1999, the
defendant, an electronic service company in Shanghai, registered
"safeguard.com.cn" as its domain name. The plaintiff then sued the
defendant for trademark infringement on several grounds, including:
(1) "safeguard" was a well-known mark of the plaintiff, and (2) the
defendant registered its domain name using "safeguard" in bad
faith." "
The case was tried at the Shanghai No. 2 Intermediate People's
Court. In its decision, the court noted that the resolution of a dispute
over a domain name requires a "balanc[ing] of interests" among the
trademark owner, the domain name holder, and the general public
because a domain name, in addition to its technical function, may
serve as an indicator of the origin of certain products or services.' 2
The court then held that the defendant should have known at the
time of registering the domain name that the trademark "Safeguard"
had a good reputation and already enjoyed wide public awareness.
The court concluded that the defendant registered "safeguard" as its
domain name in bad faith because the defendant's main purpose was
to take advantage of the plaintiff's trademark for its own unjustified
business interest. 121 In ruling against the defendant, the court directly
applied Article 10(bis)(1)-(2) of the Paris Convention, in addition to
Article 4 of the General Principles of Civil Law of China ("China
Civil Code") and Article 2 of the UCL' 22
117. Id.
118. The Procter & Gamble Co. v. Shanghai Chengxuan Intelligence Tech. Dev.
Co., Hu Erzhong Zhichuzi, No. 23 (Shanghai No. 2 Intermediate People's Court,
2000).
119. Id.
120. Id.
121. Id.
122. Article 10(bis) of the Paris Convention provides: (1) The countries of the
Union are bound to assure to nationals of such countries effective protection against
unfair competition; and (2) Any act of competition contrary to honest practices in
industrial or commercial matters constitutes an act of unfair competition. See Paris
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The decisions of China's people's courts in domain name
disputes have implicated several points that are worth further
discussion. First, the courts seem to agree that trademarks and
domain names should be treated differently, though the courts
recognize that domain names possess great commercial value as
business identifiers. 23' Despite the fact that a domain name, when
associated with a trademark, trade name, or company name, becomes
meaningful in the context of intellectual property rights, the domain
name itself is not regarded as having independent intellectual
property value under the current legal framework for protection of
intellectual property rights.'
Second, the courts almost unanimously have upheld the notion of
providing special protection for famous marks. Under this notion,
prima facie evidence of trademark infringement is established if a
famous mark is registered as a domain name without authorization by
the domain name holder and by someone who has no legitimate
interest or right to the mark. In this context, intellectual property
rights and domain names are closely related to each other. The
courts, however, differ in what constitutes a well-known mark.
Third, the higher court appears to have established the
"justifiable basis" test to differentiate between reasonable use of a
domain name that is associated with the domain name holder's
products or services as distinct from "cybersquatting" practices. The
"justifiable basis" test may also serve as one of the factors that courts
consider in determining whether registration of the domain name in
question was made in bad faith. In addition, the adoption of the
"balance of interests" approach may also provide courts with a useful
tool in adjudicating domain name cases.
Fourth, judicial remedies in domain name dispute cases are
generally limited to canceling domain name registration in addition to
certain litigation costs.'25 The cancellation, however, will have to be
Convention, supra note 69. Article 4 of the Chinese Civil Code of 1986 requires that
in civil activities the principles of fairness and honesty be observed. See General
Principles of the Civil Law of the People's Republic of China, available at
http://www.qis.net/chinalaw/prclaw27.htm (last visited Feb. 27, 2003) [hereinafter
China Civil Code].
123. See Procter & Gamble Co. v. Beijing CINet Info. Co., supra note 105.
124. See Luo Dongchuan, Discussion on the Matters Related to the Trials of
Domain
Name
Dispute
Cases
in
Beijing
Courts,
available
at
http://www.cnnic.net.cn/policy/28.shtml (last visited Feb. 27, 2003).
125. See E.I. Du Pont De Nemours & Co. v. Beijing CINet Info. Co., Yizhong,
Zhichuzi, No. 11 (Beijing No. 1 Intermediate People's Court, 2000) (denying
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made through a domain name registration agency upon request of the
claimant. In addition, as noted, transfer of a domain name is not
allowed.126 It is therefore critically important that the claimant make a
timely registration after obtaining the court judgment in its favor in
order to avoid loss of the name again.
Finally, the direct application of international treaties in the
people's courts play a role in this areas of law. China's Constitution,
however, is silent about the status of an international treaty in
Chinese domestic law. Therefore, scholars and practitioners have
debated whether an international treaty should be incorporated into
domestic law or could be applied directly. 127 Proponents of direct
application heavily rely on the 1986 China Civil Code, which allows
application of the provisions of an international treaty to which China
is a signatory. 2 1 Opponents, however, argue that "direct application"
under the China Civil Code is confined to situations in which the
provisions of domestic law
on civil matters are found to be
29
inconsistent with the treaty.
IV. Supreme People's Court Opinions Concerning Domain
Name Dispute Cases
Of particular importance is the increasing number of domain
name dispute cases in China. The courts currently face challenges
involving interpretive difficulties in dealing with the legal issues of
domain names, particularly trademark issues. These difficulties are
derived from the uncertainty of whether there is law readily
applicable to domain name cases, and how and to what extent a
trademark needs protection against unauthorized use.
As noted, on August 15, 2000, the Higher People's Court of
Beijing issued Guidance Opinions in an effort to resolve these
difficulties. 3 The Guidance Opinions addressed several matters
plaintiff's request that defendant make public apology in major newspapers for its
tortious conduct).
126. See Measures, supra note 18.
127. CAO JIANMING, WTO AND JUDICIAL PRACTICES OF CHINA 250-258 (2001).
128. See China Civil Code, supra note 122. Under Article 142 of the Civil Code, if
any international treaty concluded or acceded to by the People's Republic of China
contains provisions differing from those in the civil laws of China, the provisions of
the international treaty shall apply, unless the provisions are one on which China has
announced reservation. Id.
129. See JIANMING, supra note 127, at 252-254.
130. See GUIDANCE OPINIONS, supra note 22.
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concerning domain name disputes such as jurisdiction, cause of
action, applicable law, determination of bad faith registration of a
domain name, and legal liabilities. 3' On June 26, 2001, the Supreme
People's Court promulgated the Explanations, which were aimed at
providing judicial guidance to courts nationwide in handling domain
name cases and helping to2 promote judicial remedies against the
practice of cybersquatting.1
According to the Supreme People's Court, the Explanations are
made pursuant to the provisions of the China Civil Code, the UCL,
and the Civil Procedure Law of China.'33 The Explanations contain
specific provisions that will likely have great impact on the courts in
In recognition of the ongoing
adjudicating domain name cases.'
debates on which law should govern domain name disputes, the Court
set forth standards in the Explanations by singling out several key
issues that require special attention.
A. Jurisdiction

The Explanations contain eight articles in total and the first two
deal with jurisdiction. According to Article 1, the people's courts
shall have subject matter jurisdiction over civil disputes arising from
the registration and use of Internet domain names.'35 However, under
Article 2, only intermediate courts have general competence to
adjudicate domain name cases in the first instance.'36 Further, if the
dispute involves infringing conduct, the intermediate court in the
place of infringement or the place of the defendant's domicile shall
have jurisdiction. If, however, it is difficult to determine the place of
infringement or the defendant's domicile, the location of the
equipment, such as a computer terminal, shall be deemed the place of
infringement.'37
131. Id.
132. See EXPLANATIONS, supra note 23.
133. Id.
134. Note that although the Supreme People's Court's opinion generally may not
be directly used as a legal basis to adjudicate a case under the Chinese legal system, it
has great effect in directing lower courts.
135. See EXPLANATIONS, supra note 23, art. 1.
136. See id. art. 2. In addition, there are four different tiers in China's court
system: district court, intermediate court, higher court and the Supreme People's
Court. Most civil actions begin with the district court that exercises general trial
competence. Mo Zhang, InternationalCivil Litigation in China: A PracticalAnalysis
of the Chinese JudicialSystem, 25 B.C. INT'L & COMP. L. REV. 59, 60-61 (2002).
137. See EXPLANATIONS, supra note 23, art. 2.
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B. Cause of Action
One common issue in domain name cases is determining the
cause of action. The difficulty encountered in this area is the
uncertainty about the nature of the domain name dispute. A question
often asked is whether the domain name case is an action against
infringement or an action for declaratory relief.'38 A related question
is whether it is a trademark infringement action or an unfair
competition action.'39 Under the Explanations, the cause of action for
a domain name case shall be determined according to the nature of
the controversy between the parties and the computer Internet
domain name. As such, a cause of action may be categorized under
the heading "trademark infringement of computer Internet domain
name." However, if the nature of the controversy is difficult to
determine, the cause of action may generally be referred to as a
"computer Internet domain name dispute."'4
C. Determining Factors For Trademark Infringement or Unfair
Competition
The Explanations explicitly provide a list of factors for the courts
to consider when hearing a domain name case. The factors are used
to determine whether the registration or use of a domain name
constitutes infringement or unfair competition.
The Supreme
People's Court does not elaborate on the differences between
asserting an infringement action and an unfair competition action.
Rather, the Court in its Explanations simply states that if all of the
factors listed are met, the defendant's conduct of registration or use
of domain name will be found to constitute either infringement or
unfair competition.''
There are four factors that, applied together, are determinative
of liability for infringement or unfair competition.'42 First, the right
and interest that the plaintiff claims to be protected must be valid and
legitimate. Second, the defendant's domain name or the major
component of the domain name must be found to be either a copy,
imitation, translation, or transliteration of the plaintiff's well-known
trademark; or it must be found to be the same as or similar to the
138. See LIANG, supra note 55, at 160-161.
139. Id. at 169.
140. See EXPLANATIONS, supra note 23, art. 3.

141. Id. art. 4.
142. Id.
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plaintiff's registered trademark, so that it would likely cause
confusion in the public. Third, the defendant must not possess a
legitimate right or interest to the domain name or its major
component, nor can the defendant have reasonable grounds for its
registration or use of the domain name. Fourth, the court must
determine that the defendant has in bad faith registered or used the
domain name. '
D. Determination of Bad Faith
Under the Explanations, if any of the following conduct is
proven, the defendant shall be held to have registered and used the
domain name in bad faith:
1. Registration of the famous mark of another person as a
domain name for commercial purposes;
2. Registration or use of a domain name that is identical or
similar to plaintiff's registered trademark for commercial
purposes with intention to cause confusion between the
domain name and plaintiff's products or services, or to
mislead Internet users to visit its web sites or other online
sites;
3. Intent to obtain illegitimate interests by offering to sell, rent
or by other means to transfer the domain name at a high price;
4. Failure to use or lack of intent to use of the domain name
after registration with the purpose of preventing legitimate
owner or holder of the right or interest from registering the
domain name; or
5. Other situations where bad faith could be found.' 4
However, if the defendant can prove that its registered domain
name had gained a certain level of public recognition before the
occurrence of the domain name dispute and that the registered
143. Id.
144. Id. art. 5. According to CNNIC Dispute Resolution Policy, any of the
following acts may constitute bad faith in the registration or use of a domain name:
(a) the registration or acquisition of a domain name for the purpose of sale, lease or
by other means to transfer the domain name to obtain unjustified benefits; (b) the
domain name holder has been engaged in a pattern of registering as its domain name
a name or mark owned by others who have legitimate rights or interests, in order to
prevent the owners from using it in the form of domain name on the internet; or
(c) the registration or acquisition of the domain name is for the purpose of damaging
complainant's reputation, disrupting the complainant's normal business activities, or
creating confusion with the complainant's name or mark so as to mislead the public.
See DISPUTE RESOLUTION POLICY, supra note 26, art. 9.
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domain name could be differentiated from the plaintiff's registered
trademark or domain name, courts may not find that the defendant
exhibited bad faith. This also applies to other situations where the
evidence is
so strong that no bad faith can be proven against the
4 6
defendant.
E. Protectionof Famous Marks
The Supreme People's Court has distinguished between
protection of a famous mark and that of a regular trademark.'47
Given that a famous mark needs special protection, trademark
registration in China as well as the "likelihood of confusion" test are
not required in order for a famous mark to be protected.'48 In
addition, the Explanations seemingly equip the courts with
discretionary authority to determine whether the trademark in
question is a famous mark.' 9 Upon request of the parties, the
people's courts, when hearing domain name cases, may determine
whether the trademark involved is a well-known mark.'
It is also
required that the determination be made according to laws and on the
facts of the case.'
F. Application of Law
As noted, the issue of applicable law in domain name cases has
been a source of considerable debate. It seems that the Supreme
People's Court is making an effort to reconcile the differences
between the various approaches. In the Explanations, the Court
creates a "nature-of-controversy based method" to determine the
application of law.' 2 Under this method, if the controversy involves
infringement, the law of torts will apply. On the other hand, if unfair
145. Id.
146. Id.
147. Id. art. 4.
148. See Zhibei, supra note 14.
149. See LIANG, supra note 55, at 165-166. On August 14, 1988, the China State
Administration of Industry and Commerce adopted the "Provisional Rules of

Determination and Administration of Well-known Trademarks."

The Rules were

amended on December 3, 1998. Article 5 of the Rules provides the criteria under
which a well-known mark is determined. It is argued that although the courts have

the discretion to make decision on whether a trademark is famous, the decision
should be made based on these criteria.
150. See EXPLANATIONS, supra note 23, art. 6.
151. Id.

152. Id. art. 7.
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competition is plead, Article 4 of the Civil Code and Article 2(1) of
the UCL shall govern.53 The essence of these two articles involves
the principles of fairness, honesty and good faith in civil and
commercial activities. Once again, in applying these principles, the
courts are apparently given great discretion to make the ultimate
decision.
G. Remedies
In accordance with the Explanations, if a defendant's registration
or use of a domain name constitutes infringement or unfair
competition, the plaintiff shall be entitled to appropriate remedies. 54
When granting remedies, the courts may choose: (1) to order the
defendant to cease the infringing act and to have its registered
domain name canceled, or (2) upon the plaintiff's request, to make an
order allowing the plaintiff to register and use the domain name in
question. In addition, courts may also order the defendant to
compensate the plaintiff for any actual damages.'55
It is interesting to note that under the Beijing Higher People's
Court's Guidance Opinions, compensation is limited to a situation
where the defendant's conduct of unfair competition is found to have
caused actual damages to the plaintiff. 6 However, in the Supreme
People's Court's Explanations, compensation may be granted if either
infringement or unfair competition has caused actual damages.
V. Conclusion
The legal mechanism governing domain names and
cybersquatting in China is still evolving. On the one hand, China has
a need for developing rules for regulating the fast growing Internetbased activities within its territory. On the other hand, China has
endeavored to be in line with commonly-accepted practices of
establishing order for domain names in the world. Although much
effort has been made in China in this regard, a lot of unfinished
business remains.
One question left unanswered is the legal status of domain
names. To be more precise, the question is whether domain names

153.
154.
155.
156.

Id.; see also China Civil Code, supra note 122.
See EXPLANATIONS, supra note 23, art. 8.
Id.
See GUIDANCE OPINIONS, supra note 22.
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should be treated as a type of property right.'
If the answer is
affirmative, this leads inevitably to a more practical matter as to how
the conflict between domain names and trademarks could be
effectively resolved. Since existing trademark law and regulations are
tied to territorially-based intellectual property rights, the application
of these laws and regulations to domain names has proven highly
problematic. Given the important connection between domain
names and commercial interest, the issue becomes how traditional
intellectual property rights can be guarded without adversely
affecting the legitimate ownership of a domain name. '
Another question deals with determination of famous
trademarks. As noted, in its Explanations, the Supreme People's
Court grants special protection to famous marks against unauthorized
registration or use as domain names. The Court, however, does not
define what constitutes a "famous mark" nor does it provide guidance
for lower courts to make such a determination when hearing domain
name cases. This results in uncertainty in the outcomes of cases.
Although the State Administration of Industry and Commerce
adopted certain criteria for determination of famous marks in its 1988
"Provisional Rules of Determination and Administration of Wellknown Trademarks" (amended in 1998),' 5" it is argued that a judicial
determination is different from an administrative one.' ' The
differences include, inter alia, admissible evidence, burden of proof
and grounds for determination.16'
The lack of legislation governing domain names is also an issue.
It is evident that that there are no specific provisions in either the
China Civil Code or the UCL on which the courts' decisions
concerning domain name disputes would be based. Rather, almost all
judgments in this regard thus far have been made under the principles
as provided in these laws. However fundamental these principles are,
the courts have encountered great difficulty in interpreting these
principles and in applying them in different cases. 61 It should also be
noted that in China, government agencies play an active role in
157. See Dongchuan, supra note 124.
158. Zhang Hui, Study on the Mechanism of JudicialProtection of Trademark and
Domain Name in the Internet Environment, available at http://www.cnnic.com.cn/
daily/2001-12/20.shtml (last visited Feb. 27, 2003).
159. LIANG, supra note 55.
160. See Dongchuan, supra note 124.
161. Id.
162. Id.
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domain name regulation and management.
Their main task,
however, is that of administration. For instance, in order to prevent
the nation's famous marks from being "hijacked," the State
Administration of Industry and Commerce in 1998 asked CNNIC to
"withhold" thirty-two famous Chinese marks that were not yet
registered as domain names under "com.cn." The "holding period"
was two months, during which time the owners of the marks could
contact CNNIC for registering their domain names.'63 Similarly, on
August 23, 2001, M11 instructed CNNIC to cancel or delete the
registration of the domain name if the applicant failed to submit
required registration documents within thirty days after the filing of
the registration application.'9 From a judicial point of view, however,
these administrative-based means may not constitute a legally
authoritative source in adjudicating domain name disputes. Even for
the MII "Measures" and "Domain Name Regulations," courts have
found it difficult to apply them because
they are deemed no more
61
regulation.1
branch
government
than a

163. See WEIHUA, supra note 67, at 100.
164. MII, REPLY TO THE QUERY OF CNNIC ON DEALING WITH THE CONDUCT OF
HOLDING

DOMAIN

NAME

RESOURCES
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FAITH,

http://www.cnnic.com.cn?policy/34.shtml (last visited Feb. 27, 2003).
165. See Dongchuan, supra note 124.
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